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Through examining the concept of provenance and its use in several communities,
including archives management, computer science, rare book cataloging and archae-
ology, this paper presents an expanded view of provenance. For end-users, provenance
covers the whole life cycle of records, from creation and evolution to acquisition,
processing, preservation and access. During each stage of this life cycle, both the
sociopolitical context and technical details fall within the scope of provenance.
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Introduction

The archives management community has discussed the concept and principle of
provenance many times. One of the topics in these discussions has been how the defini-
tion and use of provenance in neighbouring fields, such as rare book cataloging,
museum studies and archaeology, contributes to the archival description of provenance.
Further afield, there are multiple subdisciplines of computer science that are also
involved in provenance research, such as database, e-science, workflow and the Seman-
tic Web. There is, in fact, a large body of provenance research literature in computer
science. According to Moreau,1 from 1986 to November 2009, there have been 425
publications about provenance in the computer science community. Almost half of these
papers were published in the two years prior to 2009. However, the archives community
seems hesitant or perhaps intimidated when it comes to exploring the concept of prove-
nance in computer science research literature. Similarly, while the concept and principle
of provenance is so significant and fundamental in archives management, computer
scientists seem unaware of this fact. They occasionally mention provenance research for
assessing authenticity and justifying market values of artworks, but have rarely
discussed how provenance is used and described in archives management.

It is important for archivists and computer scientists to learn about provenance
research in each other’s field. Archival records are increasingly produced and preserved
in databases, workflows and other computer systems. Capturing provenance information
in these systems, which is the concern of computer scientists, also means capturing
provenance for electronic records and digital archives, which is a concern for archivists.
Also, archival materials and description will be increasingly published and accessed on
the Web, sometimes in the form of linked data, and might be automatically processed,
aggregated or mashed-up with other information resources. Recording, managing and
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accessing the provenance information of web resources, especially linked data, is an
important topic in the computer science community and will be relevant for publishing
archival descriptions on the Web.

In this paper, I will compare the meaning and use of the concept of provenance in
several communities, mostly in archives management and computer science, and present
an expanded view of provenance. It is anticipated that this analysis can bring prove-
nance research in computer science and archives management closer and improve the
dialogue between these two disciplines.

Provenance in traditional archives management

In the physical arrangement of records, provenance means the creator and/or the
components of the creator, which can be individuals, corporate bodies or families. In
arranging records from multiple origins, the principle of provenance essentially dictates
that records from different creators are separated and records from the same creator are
collocated, although preservation concerns sometimes require otherwise – for example,
photographs are stored separately from paper records, even though they belong to the
same series. In the internal arrangement of records from the same creator, especially
large complex organisations, the principle of provenance further dictates that records
from different components of the same creator are separated and records from the same
component of the creator are collocated.

The ‘components’ of a creating organisation can be defined based on structure (organi-
sational units) or function. In other words, records may be classified and arranged based
on structural or functional provenance. In cases where records have already been well-
organised, based on either structural or functional provenance, upon acquisition, compli-
ance with the principle of provenance for the internal arrangement of records naturally
entails respecting the original order. The archives management community has recognised
the complex, many-to-many relationships between provenance and records.2 When one
archival collection is sourced from multiple provenances or one provenance contributes to
multiple archival collections, the complex relationships cannot be represented entirely in
physical arrangement of the records and, thus, need to be further described in archival
descriptions. An arrangement based on provenance makes it possible for records to be
retrieved from storage based on provenance. If records are also described and indexed
based on provenance, then provenance can serve as an access point in an archival finding
aid system. The creator, its functions and structure can all be used as access points. Sev-
eral decades ago, Bearman and Lytle argued that provenance can be used as an access
point and suggested allowing searches by function and documentary forms in archival
information systems and even general information systems.3 Since then, there have been
various functional thesauri created to provide controlled access points for functions, such
as the Australian Governments’ Interactive Functions Thesaurus (AGIFT).4 Provenance
is also the basis for macro-appraisal, which may directly appraise the creators themselves,
as in the case of the Minnesota method,5 or the structure and function of the creating
organisation, as in the functional and structural analysis method proposed by Cook.6

As discussed above, provenance means the creator and its functions and internal
structures in archival appraisal, arrangement and access. In archival description,
provenance has a richer meaning. Based on an examination of the term provenance in
archaeology and museology, Millar suggested expanding the definition of archival
provenance to encompass creator history, records history and custodial history. Accord-
ing to Millar, creator history enlarges existing archival provenance to accommodate
organisational and functional changes over time. All of the agents who were involved
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in the creation, accumulation and utilisation of the records over time and space should
be described. Records history is the history of recordkeeping:

how records were created and used; who had them and when; where they were moved to
and why; and whether any records were lost or destroyed, enhanced or altered, and why,
up to and including the time they were transferred into archival custody.7

Finally, custodial history describes: ‘the transfer of ownership or custody of the records
from the creator or custodian to the archival institution and the subsequent care of those
records’.8

The three kinds of provenance information discussed by Millar can be seen in
today’s archival description standards. In the General International Standard Archival
Description (ISAD(G)), provenance-related elements include the name of creator,
administrative/biographical history, archival history, immediate source of acquisition,
appraisal, destruction and scheduling. This shows that not only the creator, but also the
creator’s history, the custodial history of archival materials, as well as the appraisal and
acquisition information, will be included in provenance description. Encoded Archival
Description (EAD), as a standard based on ISAD(G), further enriches the description of
provenance information. The <origination> element contains the creator, collectors,
dealers and various other agents who are involved in the creation, accumulation and
assembly of records. The <processinfo> element records both the provenance informa-
tion before acquisition and activities occurring to the records after acquisition, including
accessioning, arranging, describing, preserving, storing or otherwise preparing the archi-
val materials for secondary use. While activities occurring to records after acquisition
may not be provenance information for archivists upon acquisition, it is provenance
information for end-users, because it helps them understand how the records came into
their current state of existence. International Standard Archival Authority Record for
Corporate Bodies, Persons and Families (ISAAR(CPF)) and Encoded Archival Context
(EAC) allow much more detailed descriptions of creators and other agents involved in
creating and preserving archival records during the evolutionary history of records.
They include not only the name and identity of the agent, its functions and internal
structure, but also its history, mandates and relationships with other agents.

In addition to the kinds of provenance information discussed above, several scholars
have suggested including the sociopolitical context in which the records were created
and evolved in provenance description. For example, Nordland argued that political
power structures affect how geographic features and ethnic groups are represented on
historical maps and, thus, need to be included in archival description to help users inter-
pret the map; Wurl wrote that the ethnicity of records creators should be included;8 and
Beattie suggested including motivations for keeping records, intended audiences of
records and even the change in the conventions involved in creating particular kinds of
records, such as diaries.9

Provenance in rare book cataloguing and archaeology

While much can be discussed about the similarities and differences between provenance
research in rare book cataloguing, archaeology and archives management, one finding
derived from the provenance research literature in these fields is particularly relevant:
when the provenance is uncertain or unknown, cataloguers record evidence that helps
to determine or infer the provenance. The archival description standards mentioned
above assume that the creator, history, function and structure are known; however, this
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is often not the case with rare books and archaeological objects. Unlike archivists, who
often write detailed narratives about the creator and its history, rare book cataloguers
often record evidence of previous ownership, such as bookplates, signatures, inscription,
stamps, marginal annotations (marginalia) and branded bindings, which are often pres-
ent in rare books, as well as external evidence, such as auction records.10 This approach
of recording evidence of provenance is even more evident in archaeology, where the
creation provenance of discovered objects is usually unknown, due to the very long
temporal distance between an object’s creation and its discovery. The archaeology com-
munity created the term provenience – a derivation from the term provenance – to refer
to discovery provenance. Provenience means the place where an object was found or
recovered by archaeologists.11 The description of the provenience of an object includes
‘its juxtaposition to other objects in situ, its relationship to those objects, and the strata
above and below the level at which the object is found in the excavation’.12 This
detailed description helps to infer the creation provenance. For example, based on the
description of the provenance, an archaeologist may determine that a discovered stone
was part of a temple built 3000 years ago.

Provenance research in computer science

Provenance in computer science is defined similarly to that used in archival description:
the origin, creation, transformation and derivation of data and information resources.
For example, Buneman et al. defined data provenance in database systems as the
description of the origin of data and the process by which it arrived at the database.13

Lanter defined the provenance of Graphic Information System (GIS) data as information
describing materials and transformations applied to derive the data.14 Greenwood et al.
viewed provenance as metadata recording the process of experiment workflows, annota-
tions and notes about experiments.15 Despite these similarities, there are many specific
differences in the scope, understanding and use of provenance information used in
computer science, when compared to those in archives management.

Compared with archivists, computer scientists are less concerned with the social and
political context and more concerned with the technical details of the creation and trans-
formation process. They do, however, recognise the social aspect of provenance. For
example, Harth et al. proposed a ‘social dimension to associate provenance with the
originator (typically a person) of a given piece of information’.16 The Provenance
Vocabulary includes human agents that are involved in the creation and access of linked
data.17 However, many technical elements are also included. Non-human agents are
defined in their provenance models and vocabularies. The creation, transformation and
derivation processes described by those provenance models and vocabularies are often
very technical. Data creation and transformation may be through workflows or
algorithms, rather than human actions or historical events. For example, a data creation
process can be the completion of a web form, and a data transformation process can be
the addition of one to all numbers in a dataset. These kinds of technical provenance infor-
mation are audit trails, which may capture every action that impacts upon the data. They
are more detailed than archival history, which might span the whole life of an individual,
family or organisation, in terms of years, decades or even centuries. These technical audit
trails can also be proactively captured during the ongoing processes, rather than
retrospectively traced, as has typically occurred in traditional archival description.

Much archival provenance information is created for, and consumed by, human
users, often in narrative or loose-structured form, such as the administrative history or
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biography and archival history. Computer scientists are very concerned with
representing provenance information in machine-processing form, such as RDF/XML
format. They also distinguish annotations (that is, provenance metadata generated either
manually or automatically) from provenance information, deduced indirectly through
inversion. In this latter method, the output data and derivation method are recorded as
provenance information. Given this provenance information, the input data can be
retrieved through technically inverting the derivations process.18 For example, given the
query result and the query, the source data can be derived. This is a unique method of
recording provenance information that is unknown in traditional archival provenance
description. Archivists also derive provenance information from records. However, this
is largely an intellectual process, which is based on human interpretation, rather than
the technical process involved in computer science.

Similar to archivists, computer scientists recognise that provenance metadata applies
to multiple levels of resources. They distinguish between coarse-grained and fine-grained
provenance, which mean different things in different contexts. For Tan,19 coarse-grained
and fine-grained provenance corresponds to workflow provenance and data provenance,
respectively. Workflow provenance describes the entire history of the derivation of the
final output of a workflow. It may involve the recording of software programs, the hard-
ware and the instruments used in the workflow. Data provenance is about the derivation
of single pieces of data. Ding et al. discuss provenance for linked data.20 They consider
provenance for Resource Description Framework (RDF) graphs, which contain many
RDF triples,21 as coarse-grained, and provenance for single RDF triples as fine-grained.
They have also introduced provenance for RDF molecules, which is an intermediary level
between RDF graphs and RDF triples. Zhao et al. suggested that there can be a contin-
uum between the two extremes (that is, provenance for an RDF graph or an RDF triple),
and the appropriate level of granularity can be determined based on the needs and
resources of a particular application.22 Compared with these, archival provenance can be
far more coarse-grained and less fine-grained. Archivists usually describe the provenance
of a whole archival collection. Occasionally, they describe the provenance of a single
record, but do not go beyond the record level. These detailed provenance descriptions
from computer science also apply to digital archives, where a single record can have
lower-level components, and when archival records are produced in databases or work-
flows or published on the Web as linked data.

Computer scientists include information that helps assess the authenticity of data
and determine the appropriate use of data in their scope of provenance information.
Therefore, they consider technical measures for assessing authenticity, such as digital
signatures and public keys,23 as well as licensing information, use restriction and copy-
right and ownership as provenance information.24 Accordingly, for computer scientists
in the Dublin Core elements set, not only is there an element named provenance, which
is defined as a ‘statement of any changes in ownership and custody of the resource
since its creation that are significant for its authenticity, integrity, and interpretation’,25

but there are also another 24 elements that are provenance-related, such as dct:available
and dct:valid, dct:contributor, dct:creator, dct:publisher, dct:rightsHolder, dct:isVersion-
Of, dct:isFormatOf, dct:replaces, dct:source, dct:references, dct: license and dct:Rights.

The Web Science and Semantic Web communities include information about the
access process as provenance information, because this information helps consumers
assess the authenticity of retrieved web resources. The Provenance Vocabulary describes
not only the data creation process, but also the data access process, such as how web
servers retrieve the digital image and deliver it to the browser and how the browser ren-

Provenance: crossing boundaries 109



ders the image.26 When archival descriptions are published on the Web as linked open
data, this kind of provenance information can be used to supplement archival prove-
nance information to help users judge the authenticity and reliability of archival materi-
als.

Due to its different scope and focus, provenance information in computer science
has different functionalities than that of archives management. Archival provenance
information traditionally helps archivists to arrange records and helps users understand
and interpret records. Computer scientists do not seem much concerned with the role of
provenance in data storage or as access points, probably because they often talk about
provenance of data within particular software systems, unlike archival repositories,
which aggregate data from multiple provenances. In Web Science, especially Web 2.0
and the Semantic Web, provenance information plays an important role in assessing the
authenticity of data, due to the distributed nature of data creation. In an archival reposi-
tory, although authenticity is of great concern, it is often presumed by users, because
archival records are rigorously appraised, selected and preserved by a trustworthy custo-
dian. Computer scientists also use provenance information to assess the currency and
timeliness of data. This is very different from the archives management community,
where archival information is, by default, historical. In e-science, detailed documenta-
tion of the data creation and transformation process helps to ensure the reproducibility
of scientific data and verification of findings. Provenance information in workflow
systems helps troubleshooting and optimisation of efficiency, demonstrating compliance
with regulatory requirements and underpinning accountability.27

The computer science community has created many models and vocabularies for
recording provenance information in various contexts. The Open Provenance Model
(OPM) is created for the interoperability of existing provenance models and vocabular-
ies and exchange of provenance information across systems.28 It consists of a common
core found in many provenance vocabularies. OPM describes provenance in terms of
processes, artefacts and agents, as well as the relationships among these entities. As a
provenance model, it emphasises the causal and derivative relationships within entities:
one artefact was derived from another artefact, and one process was triggered by
another process. It also includes relationships between entities, describing how the arte-
facts are derived; how a process used and generated artefacts; and, how a process was
controlled by an agent. It does not model the hierarchical relationships within entities:
one agent is part of another agent; one process is part of another process; or, one arte-
fact is part of another artefact.

The SPIRT recordkeeping metadata model has a structure similar to the OPM
model, although it was not created solely for recording provenance information. The
records, business and agent entities in SPIRT map onto the artefact, process and agent
classes in OPM, respectively. The records entity in SPIRT is one kind of artefact in
OPM. Similar to OPM, an agent in SPIRT can cover both human and non-human
agents. In SPIRT, descriptions about businesses and agents can be considered
provenance information for the records. Unlike the OPM model, SPIRT does not model
causal and derivative relationships within entities. It emphasises the hierarchical struc-
ture of agents, businesses and records and supports the description of the component
parts of a records collection, the internal structure of an organisational agent or family,
as well as the breakdown of a function into events and transactions. ISAAR(CPF) and
the International Standard for Describing Functions (ISDF)29 expand the relationships
between agents and functions to include sequential and temporal relationships – for
example, an agent or function is succeeded by another agent or function. They also
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describe various other associative relationships within agents and functions. However,
causal and derivative relationships are still not the focus of archival description. Despite
these differences, the similarities between the two models make it possible for archival
provenance information to be converted into OPM and then processed and aggregated,
together with provenance information from other sources.

Computer systems are where electronic records and digital archives are created.
Provenance information captured in these computer systems can be used to enrich and
expand provenance information that is traditionally included in archival description.
Archivists and records managers may also need to appraise, select or summarise prove-
nance information from these computer systems and transfer those with archival value
to an archival repository.

Provenance in electronic records management and digital archiving

The approach taken to provenance in digital archiving and electronic records research
has already demonstrated similarities with those of computer science. Similar to what
has been revealed by the Provenance Vocabulary, archivists have also recognised the
technical process of delivering and accessing digital records as a kind of provenance
metadata. For example, Nordland discussed that computer terminals, software viewers
and monitors may affect a user’s perception of digital records and, thus, be part of the
provenance of digital records.30 Nesmith also argued that the capacity of information
technologies to capture and preserve information at any given time is a kind of
provenance information. The recordkeeping metadata standard ISO 23081 allows us to
proactively capture very detailed audit trails in the records management process.

Electronic records researchers have paid close attention to the authenticity of elec-
tronic records, due to their fragility, the ease with which they can be tampered with and
their dependence on technologies. The InterPARES project provides a list of benchmark
requirements for preservers to appraise the authenticity of records upon acquisition. The
requirements include: who created, handled or transmitted the records and at what time;
whether there are access controls and protective procedures to prevent the loss and
corruption of records; and, whether there is a guarantee of the integrity of records
against media deterioration and technology obsolescence.31 The InterPARES project
also provides a list of baseline requirements for preservers to attest to the authenticity
of copies of archived electronic records. These requirements record the transfer of
records to archival institutions, their preservation and the reproduction process. The
benchmark and baseline requirements fall within the scope of provenance information
defined by computer scientists. They also correspond to the two types of provenance
information mentioned in the 2012 version of the OAIS model: provenance information
provided by the producer and provenance information created by the archives from the
point of ingest.32

Table 4–1 in the 2012 version of OAIS presents an example of provenance informa-
tion for space science data, digital library collections and software packages. A careful
examination of these elements shows that they are consistent with the computer science
view of provenance. The elements describe all three main classes in the OPM model
and Provenance Vocabulary. There are elements for human agents, such as principal
investigator, and for non-human agents, such as data-gathering sensors. There are also
elements for processes, such as processing history, storage and handling history,
digitisation process, preservation process, change history and revision. Some elements
record the derivative relationships between artefacts, such as pointers to the originals,
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master versions and earlier versions of digitised material. Copyright information and
digital signatures are also included.

Broadened view of provenance

The various kinds of provenance information presented in the foregoing discussion
demonstrate an expanded view of provenance. For end-users, provenance information
may cover the whole life cycle of records, from creation and evolution to archival
acquisition, processing, preservation and access. During each stage of the life cycle,
both the sociopolitical context and technical details fall within the scope of provenance.
However, not all kinds of provenance information need to exist in all kinds of contexts.
Exactly what kinds of provenance information are needed depends on the purposes of
use and the temporal, geographical and intellectual distance between the records and
consumers. When the original provenance is uncertain or unknown, evidence of the
provenance can be recorded to help users determine or infer the original provenance.

The most basic provenance description may only include the name or identity of the
creator. This basic description may be sufficient in certain scenarios. For example,
knowing that records are from the White House’s website, most people would believe
the information to be authentic and reliable. When record users lack background knowl-
edge about the record creator, due to their temporal, geographic or intellectual distance
from the provenance, more detailed information about the creator needs to be provided.
For example, employees of an organisation do not need much provenance information
to understand their organisational records, because they already have that knowledge in
their minds. However, when the records are transferred to archives, tacit knowledge
needs to be made explicit for secondary users. An expert in quantum physics only
needs the author’s name and affiliation as the provenance information for a paper in the
same field. Whereas a user who is unfamiliar with quantum physics may need more
detailed provenance information to be confident that what he or she is reading is author-
itative and trustworthy. Temporal distance comes to all archival materials, which, by
definition, are historical. Archivists need to keep this in mind and provide sufficient
provenance information to help users cross the temporal distance, in order to understand
records.

Moving forwards in the life cycle of records, provenance information itself may
evolve, similar to the evolution of records. More provenance information may be
created and accumulated along the way. In the meantime, unnecessary provenance infor-
mation may be removed. For example, audit trails in workflow or database systems are
very detailed. These audit trails may be pruned and summarised when records pass the
archival threshold, in order to reduce storage cost and avoid confusing users. In the
archival repository, provenance information for archival processing and preservation
may be added, accumulated and then pruned again when needed. Eventually, archival
provenance information will cover a longer time period, but become less detailed than
typical audit trails in a records creation system.

Despite the broader view of provenance, this author does not suggest that archivists
manually create more provenance description than what is traditionally undertaken. In
fact, even the existing fields for provenance in archival description standards are woe-
fully underused.33 With the wider adoption of the More Product Less Processing
(MPLP) concept and the reality of large backlogs, archivists are unlikely to spend more
time on provenance description. However, several measures can be utilised to provide
richer archival provenance description, without increased human labour. First, by
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inheriting and re-using provenance information created in database systems, workflows,
web servers and various other software applications. Second, by linking to provenance
information already existing on the Web. For example, a detailed biography of the
donor, description of the geographic or jurisdictional region where the donor comes
from and the ethnic group that the donor belongs may already exist on Wikipedia.
Archivists can link to these Wikipedia entries and save time in writing detailed biogra-
phies. Third, archivists can utilise the power of crowdsourcing, by allowing users and
volunteers to create provenance information.

Conclusion

In traditional archives management, the meaning of provenance has been expanded from
encompassing merely the creator and its functions and internal structures to encompass-
ing creator history, records history and custodial history. By crossing boundaries and
examining provenance research in other communities, especially the computer science
community, archivists can see an even broader view of provenance. For the end-users,
provenance information may cover the whole life cycle of records, from creation and
evolution to archival acquisition, processing, preservation and access. During each stage
of the life cycle, both the sociopolitical context and technical details fall within the scope
of provenance. This broader view of provenance is especially important for managing
and describing the provenance of electronic records that are created in computer systems
and increasingly published on the Web as linked open data.
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