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This article presents a review of the progress made in the digital PaaST; digital transition;
transition in China, especially in light of the fact that admissibility of ~ digital records; evidence;
digital records in legal proceedings is a critical factor in such transi- China

tion. It discusses the Chinese legal system and the rules governing

the admissibility of both paper and digital records as well as the

reasons why evidence collection and preservation by a third party

has become a popular approach to guarantee the integrity of the

records and improve their chances of admissibility in a court of law. In

this context, this article then discusses how the InterPARES Trust

PaaST model can help address some of the issues, thus, demonstrat-

ing the relevance of archival knowledge to the digital transition.

Background

Electronic records management in China has undergone more than two decades of
development since the establishment of the Leading Group on Research on Digital
Records Archiving and Transfer' and Digital Archives Management by the National
Archives Administration of China (NAAC) in 1996.> Numerous research projects have
been conducted to explore the full life-cycle management of digital records® from
creation to long-term preservation. Yet, in practice, it appears that only few institutions
and programs have completely replaced paper records with digital records with the
majority adopting a wait-and-see attitude.* A recent survey conducted by one of the
authors of this paper shows that, over the past five to 10 years, 66% of the records
managers and archivists who answered the questionnaire indicate that the majority of
records in their organisations is archived in paper form while only a small portion is
archived in digital form, and merely 6% indicate that the majority of records is archived
in digital form and a small portion is archived in paper form.” The transition from paper
to digital records management has been considerably slow in China.

One of the cited reasons for the prolonged transition is the existence of a dual-track
and dual-copy system,® which is a transitional strategy adopted at the end of last century
to temporarily address the issues presented by a widespread use of information technol-
ogy in the conduct of business and legislations, management principles, and methods
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that lag behind the advancement of information technology and need to be updated for
the recognition, assessment, maintenance, and long-term preservation of the trust-
worthiness of digital records.” This strategy is needed to ensure that the evidentiary
capacity of records can be protected and demonstrated so that they can be used to show
an organisation’s regulatory and legal compliance and protect its interests in legal
litigations,® while the state, lawyers, archivists, and records managers strive to close the
legislative, regulatory, and methodological gap.

The dual-track system involves using both the paper and digital version of each record
in the conduct of business activities.” The degree to which the paper and digital versions
participate in the handling of the business matter may vary from case to case. This means
that, the two versions may be used simultaneously and independently, or alternatively
and exclusively, and this may affect the completeness of documentation as well as the
reliability of each record in terms of truly reflecting the business activity producing it."’

While the dual-track system concerns the use of information technology in carrying
out business, the dual-copy system concerns the management of digital records when the
business activities in which they participate are completed. More specifically, it refers to
the generation of a paper or microfilm copy of the digital record and the maintenance of
both versions when the digital record is transferred into the internal Archival Units for
recordkeeping.'' It is a passive strategy for the management of the large volume of digital
records created when there is a lack of mature principles and methods for their reliable
and authentic capture, maintenance, transfer, and long-term preservation, and when
their admission in court as evidence and their probative force in fact-finding cannot be
fully guaranteed.

The kinds of digital records that have to be maintained in dual copies vary according
to different regulations; in general, the system is used for digital records with permanent
or long-term preservation value, as it was designed to ensure the authentic preservation
of digital records.'” A critical issue with the dual-copy system is that the reliability and
authenticity of the paper copy generated cannot be guaranteed, considering that the
paper version either does not participate in the business activity and is only, at best, an
authentic copy of the original digital record, or only partially participates in the business
activity and therefore documents only part of it.'* Other drawbacks include a waste of
resources, difficulties in generating the paper or microfilm copy of some digital records,
loss of digital records, the co-existence of a paper records management system and an
electronic records management system, and the danger of losing the evidentiary capacity
of digital records."*

As transitional strategies, the dual-track system and the dual-copy system were
enthusiastically embraced by scholars and practitioners in the Chinese records and
archives management field in the early 2000s.” However, recently, more and more
scholars and practitioners are emphasising the limitations and drawbacks of these two
systems and announcing that it is time that the dual-track system and dual-copy system
be reformed to reflect the developments of the past decade in the management and long-
term preservation of digital records and to promote China’s digital transition.'® The
changing attitude towards the dual-copy system, in particular, is also reflected in the
recent update to state regulations and policies, which either removed the requirement for
use of dual-copy system or require the exploration of one-track and one-copy system.'”
Additionally, other contextual factors pushing for the elimination of paper records
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include, for instance, the implementation of the ‘Digital China’ initiative and advance-
ments made in the legal and judicial field.

Due to this circumstance, in the Chinese records management and archival field,
digital transition is somewhat equivalent to the abandon of the dual-track and dual-copy
system, and the implementation of the one-track or one-copy system, depending on
different interpretations of the substance and the scope of these two concepts. And it is
not entirely incorrect to say that the actual transition from paper to electronic records
management only started recently.

In light of this tendency to replace the dual-track and dual-copy system with a one-
track or one-copy system, Chinese scholars and practitioners are researching and writing
on the conceptual foundation and the implications of the adoption of a one-track or one-
copy system, and on the factors influencing the shift from the dual-copy system to the
one-copy system.'® A frequently cited factor influencing the transition to electronic
records management is the admissibility of digital records in legal proceedings."” Many
legislations and regulations have acknowledged the effectiveness of digital records in the
conduct of business activity and affirmed that digital archives that meet archives manage-
ment requirements should have the same legal force as paper ones.*’

Yet, it is one thing for the law to acknowledge the effectiveness of use of digital records,
and another to expressly admit them as evidence in legal proceedings.”’ While Chinese
academics are concerned about the former, it is the latter that they should focus on, so
that digital records can be managed accordingly to improve their admissibility in a court
of law and eventually promote digital transition. Further, current developments of the
discussion over the admissibility of digital records in civil proceedings in the Chinese law
and judicial field appear to further complicate the issue and can have an adverse effect on
the records management and archival field.

This article presents research conducted to answer the following questions:

(1) What is the judicial landscape for the admission of digital records as evidence in
civil cases in China?
(2) Can the identified issues be addressed using archival knowledge?

The sources of data for this article include legal and archival literature, legal statutes,
and legal rulings. The article also discusses how the Chinese records and archival field can
demonstrate its expertise in protecting and demonstrating the integrity of electronic data
by illustrating how archival knowledge - in particular, the ITrust PaaST model - can be
used to enhance the rigour of a popular method used for evidence collection and
preservation, i.e., the collection and preservation of records by a third party.

Literature review

The evidentiary capacity of records, which supports the continuity of society and
guarantees people’s entitlement to properties, rights, and privileges, has been at the
core of records management since ancient times.*” Ensuring the reliability and authen-
ticity of digital records is a challenge that has spawned a large body of research. To
effectively address it, the records and archives management field has collaborated with
the legal and law enforcement field to become cognisant of the application of the law of
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evidence and to design policies, procedures, and methods for the lifecycle management of
records capable of satisfying the legal requirements for evidence. In the process, legal
professionals and scholars are acquiring a grasp of the ways in which information
technology can be in compliance with the existing law of evidence and the law of evidence
can be amended to maintain its relevancy and adequacy.”

In her doctoral dissertation, Heather MacNeil examined and compared the methods
for assessing the trustworthiness of records in the fields of law, history, and archival
diplomatics,* thus, laying the conceptual foundation for collaboration between the law
and archival fields. The Law of Evidence in the Digital Environment (LEDE): Finding
Solutions to Present and Future Challenges project (2012-2015),>> a collaboration
between the Faculty of Law and the School of Library, Archival and Information
Studies (SLAIS) at the University of British Columbia, explored the problem of ‘how
the law of evidence can address the widening gap between advances in digital record-
keeping and the traditional rules of evidence’.”® Duranti and her colleagues examined the
adequacy of the Uniform Electronic Evidence Act in Canada in dealing with the complex-
ity of the records created, used, or stored in the digital environment, arguing that the
nature and characteristics of electronic records require collaboration among records
professions, legal and law enforcement professions, and the information technology
profession. Additionally, in his doctoral dissertation, Donald Force explored whether
the adoption by an organisation of a recordkeeping standard could be one of the grounds
for admission of electronic records as evidence.”’

In the Chinese records and archives management field, literature on the evidentiary
capacity of electronic records began to emerge in the late 1990s, and its volume increased
in recent years with the amendment to the criminal, civil and administrative procedural
laws®® and the enactment of juridical interpretations of the admission of electronic data
as evidence. While most of these writings aim to facilitate the admissibility of electronic
records in litigations, they tend to approach this topic primarily from two perspectives:
1) identifying gaps in the law and in the records and archives management processes that
hinder the admissibility of electronic records as evidence in legal proceedings, and
proposing improvements to address these gaps,”” and 2) identifying the provisions
relevant to records and archives management on the basis of which requirements for
the management of electronic records that would improve their admissibility can be
developed.™

Some legal gaps identified by Chinese scholars as inhibiting the admissibility of
electronic records relate to existing provisions on the legal effectiveness of electronic
records, the rules governing the admission of electronic records, the applicability of the
best evidence rule to electronic records, and the assessment of the authenticity of
electronic records.”’ The records and archives management issues that inhibit the
admissibility of electronic records include: lack of a coherent set of general requirements,
specifications, and standards guiding the management of electronic records; conflicts in
administrative control over the management of electronic records; ineffective measures
for the management of metadata; weak security; and an absence of technologies designed
for the management of electronic records.”> More recently, Chinese scholars have started
comparing the meaning of authenticity in the fields of law and archival science® and
scholars in the legal field are acquiring familiarity with the archival field and have
published papers in archival journals comparing the rules of admissibility (ie.,
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authenticity, relevance, and legality) and probative force with the concepts of authenti-
city, reliability, and usability of digital records as discussed in the archival field.** Chinese
scholars recognise that it is the records managers and archivists’ responsibility to
guarantee to the fullest extent and by means of management measures the authenticity
of electronic records.™

While there is growing research on the evidentiary capacity of electronic records in the
archival field, collaborations between experts in evidence law and archival science are
rare.*® Few of the writings approach the admissibility of electronic records systematically
from the point of view of the rules governing it;>” what’s more, the examination of the
rules is cursory rather than thorough and substantial.®® These gaps in the existing
literature make the present study necessary and unique. In addition, most archival
publications in English on the admissibility of electronic records as evidence are written
from the common law perspective, rather than from the perspective of China’s civil law
system.

Challenges for the admission of digital records as evidence in civil cases in
China

The Chinese legal system

The Chinese evidence system was deeply influenced by the law-making tradition of Japan
and the Continental Europe Legal System.’® As opposed to the adversarial system
adopted in common law system, the Chinese legal system is an inquisitorial system, the
prevailing system in civil law jurisdictions, including continental Europe and Latin
America; under it, ‘the court plays an active, authoritative, and interventionist role at
all stages of the proceedings, while the parties have only a minor, tentative, and suppor-
tive function.*” For instance, a judge in China can investigate and collect evidence either
per request of the parties or when it is deemed necessary by the judge for finding the
truth; the aim is ‘to remedy the deficiency of the competency of parties in collecting
evidence and help fact-finders to make factual determination accurately.™

Furthermore, while the admission of evidence in adversarial systems is usually deter-
mined by the judge based on rules, the acceptance and rejection of evidence, as well as its
probative force, in China, are primarily based on the judge’s conscience and rationale,**
with rules taking on an auxiliary role. For instance, the 2019 revision of Some Provisions
on Evidence in Civil Procedures prescribes that:*

Article 85. The judges shall verify the evidences according to the legal procedures all-
roundly and objectively, shall observe the provisions of law, follow the professional ethics
of judges, use logical reasoning and daily life experience to make independent judgments
concerning the validity and forcefulness of the evidences, and publicise the reasons and
result of judgment.

In addition to the principle adopted for examining evidence, the nature of truth that is
sought in fact-finding also varies between the inquisitorial system and the adversarial
system: namely, the former is an objective truth and the latter a legal truth. The
inquisitorial system as associated with the Chinese legal system usually seeks facts at
the ontological level and requires that ‘people involved in judicial activities should make
their cognitive facts completely tally with the ontological facts,’ viz., the objective truth.**
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The adversarial system usually seeks truth constructed based on the evidence available
and what the law describes or admits, viz., the legal truth.®

Paper and digital records as two separate types of evidence

In the common law context, evidence is usually divided into four categories: oral
evidence, documentary evidence, real evidence, and demonstrative evidence;*° records
in any form are categorised as documentary evidence. In China, pursuant to Article 50 of
the Criminal Procedure Law of the People’s Republic of China (2018 Amendment), all
materials that may be used to prove the facts of a case are considered as evidence. Further,
the three major procedural laws identify and enumerate the types of evidence*’ that can
be used in litigations,*® including, for instance, statement of a party, documentary
evidence, physical evidence, audio-visual recordings, electronic data, witness testimony,
expert opinion, and transcripts of survey, types that are substantially the same as those
listed in common law, but more useful to the Chinese practice.*’

As per the categorisation stipulated by the three procedural laws, when paper records
are identified as a type of documentary evidence, digital records are identified as a type of
electronic data evidence.” Therefore, paper and digital records belong to two different
categories of evidence. The de facto separation of paper and digital records in two
different categories of evidence in procedural laws may lead to the perception that
rules for the admission of paper records are not relevant to the admission of digital
records and, as a result, may cause incongruity in the management of paper and digital
records in organisations.

Rules governing the admission of paper records

Paper records or records in paper form are identified as a type of documentary evidence
in the three procedural laws in China, which, according to the Provisions on Uniform
Evidence in People’s Courts (Proposed Draft for Judicial Interpretation),” refers to records
that contain information regarding the facts in the case in writing — such as words,
number, or graphs — and recorded in paper. This definition of documentary evidence in
China is substantially equivalent to the Canadian definition: ‘recorded information
admitted as evidence in legal proceedings’>® except for the fact that documentary
evidence in China is restricted to documents on paper.

In the common law system, the rules governing the admission of documentary evidence
are besides relevance, authentication, best evidence, and the business records exception to
the hearsay rule.>® The authentication of a record submitted as evidence (i.e., the attestation
of its identity) and the application of the best evidence rule (i.e., the presentation of the
original or, in its absence, of the most authoritative copy, to support the demonstration of
integrity) address the authenticity”* of the record (i.e., the record is what it purports to be
and is free from tampering or corruption), while the exception to the hearsay rule also deals
with the reliability of records (i.e., the trustworthiness of the statement contained within the
record).”

In China, the three major rules governing the admission of documentary evidence are
relevance, legality, and authenticity. Under Article 67 of the Civil Procedure Law of the
People’s Republic of China (2017 Revision) (hereafter ‘The Civil Procedure Law’), ‘a
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people’s court shall identify the authenticity and examine and determine the validity of
documentary evidence provided by the relevant entities and individuals’. The Civil
Procedure Law does not provide further explanation as to what ‘authenticity’ and
‘validity’ refer to in this clause. Yet, Chinese law scholars contend that the purpose of
this article is to guarantee the ‘formalistic authenticity’”® and ‘material authenticity”” of
the records produced as evidence in court,” with the former referring to whether the
record has been corrupted or tampered with,* and the latter referring to the consistency
between what is recorded in the content of the record and the fact to be proven.®® In
addition, it is required that ‘the original of documentary evidence shall be submitted’,
which is consistent with the spirit of the best evidence rule in the common law context.
Additionally, Provisions on Several Issues Concerning the Examination and Judgement of
Evidence in Death Sentence Cases confirms the employment of these three rules in the
examination of documentary evidence, as stated in Article 6 below,

Article 6. The examination of physical or documentary evidence shall focus on:

Whether the physical or documentary evidence is the original object or document, and
whether the photos, visual recordings or the reproductions of the physical evidence or the
duplicates or photocopies of the documentary evidence are identical with the originals [the
best evidence rule]; whether the physical or documentary evidence has been identified [the
authentication rule], authenticated [the exception to hearsay rule]; whether the photos,
visual recordings or the reproductions of the physical evidence or the duplicates or photo-
copies of the documentary evidence are made by two persons or more, and whether there is
any written explanation and signature of the makers regarding the process of making
reproductions and the place where the original object or document is put [the best evidence
rule].

While Chinese laws have hinted to the use of these three rules governing the examination
of documentary evidence for its admissibility as evidence, the lack of specific criteria and
guidelines in legislation and legal cases, and the prevalence of the judge’s conscience and
rationale in the examination of the evidence make the application of these rules in
judicial practices rather vague and ambiguous.®'

For instance, provisions specifically dedicated to the authentication of documentary
evidence in Chinese legislations are scant. Furthermore, authenticity of documentary
evidence is not treated and examined independently based on a set of specifications, but
is inferred from the fact that the documentary evidence is original. As a result, the
authentication rule does not enjoy an independent status as its counterpart in the
common law world, but is embedded into the submission of originals rule. See Article
94 of the Provisions on Uniform Evidence in People’s Courts (Proposed Draft for Judicial
Interpretation):

Identification refers to creator, collector, keeper, and other witnesses that have personal
knowledge of the physical evidence, documentary evidence, and demonstration evidence
identify their source and chain of custody, including:

(1) whether the evidence is relevant to the facts in the case, and whether it is sufficient to
support the adducing party’s claims;

(2) whether the evidence is the original object or document;
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(3) whether the reproductions of the physical evidence or the duplicates of the documentary
evidence are identical with the originals; and

(4) whether the evidence has maintained its original properties and whether it has been
tampered with or modified.

This Article identifies three aspects to be focused on when performing identification:
relevancy, whether the evidence is original, and whether the reproduction of the evidence
is identical to the original. These three aspects should be determined on the basis of the
source and chain of custody of the submitted evidence. The recognition of the impact the
source and chain of custody of the evidence have on its authenticity is crucial in that it
recognises that the essence of authenticity is about what has happened to the evidence
after its creation. Yet, further information is needed to clarify what requirements should
the source and chain of custody of the evidence satisfy for it to be considered as authentic.

The best evidence rule concerns the preference for originals of evidence and under
what circumstances reproductions of the originals can be submitted as evidence. For
instance, under Article 61 of the Some Provisions on Evidence in Civil Procedures (2019
Amendment), it is stated that:

Article 61. During the cross-examination of documentary evidence, physical evidence and
audio-visual recordings, the parties shall produce the original evidence or the original,
except under the following circumstances:

(1) The original evidence or the original is compellingly difficult to produce, and the
people’s court grants the producing of a copy or reproduction; and

(2) The original evidence or the original no longer exists and evidence shows that the copy
or reproduction is consistent with the original evidence or the original.

As to the examination of the trustworthiness of statements contained within the record
(the Chinese counterpart of the exception to hearsay rule), Article 114 of Interpretation of
the Supreme People’s Court on the Application of the Civil Procedure Law of the People’s
Republic of China® specifies the presumption of reliability of public records created by
a state agency and other public organisations. However, these documents are all public.
Article 97 of Provisions on Uniform Evidence in People’s Courts (Proposed Draft Judicial
Interpretation) provides some guidance on the examination of the authenticity and
reliability of private records focusing on the creation and maintenance of records. Yet,
further specification in terms of what criteria should the author, source, content, place of
maintenance of the records satisfy for the records to be considered reliable and authentic
is needed to assist the examination.

Additionally, according to the Civil Procedure Law, ‘A party shall have the burden to
provide evidence for its claims’.*> And while there is discovery®* in civil litigation in the
common law world, it was only in 2015 that Interpretations of the Supreme People’s Court
on the Application of the Civil Procedure Law of the People’s Republic of China stipulated
that a party can, with the assistance of the court, request the opposing party to submit the
documentary evidence that is under its control (Article 112). Prior to the introduction of
this Article in 2015, in civil litigations, a party could only submit documentary evidence
that was under its control or under the control of a third party, and it was very easy for
the opposing party to dispute the reliability and authenticity of evidence submitted under
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the control of the submitting party, considering the motivation to do so. When such
disputes arise, the court has to decide whether the burden of proof of the reliability and
authenticity of the submitted evidence should fall on the submitting party or the oppos-
ing party; judicial practices show that judges are not consistent with this.®> Either way,
the lack of guidance and criteria for proving the authenticity and reliability of documen-
tary evidence makes it considerably hard to do it.

While rules governing the admissibility of private records in Chinese civil litigations
are equivalent to those in the common law world, the lack of specific guidance on the
application of these rules makes it hard to implement them in practice. This is further
complicated by the principle of burden of proof and the prevalence of logical reasoning
and daily life experience when the judges evaluate the evidence.

Rules governing the admission of digital records

Research on electronic evidence in the Chinese legal field commenced in the 1980s,°° and
has been ongoing since. The enactment of the Contract Law of the People’s Republic of
China® in 1999 and the Electronic Signature Law of the People’s Republic of China®® in
2005 endowed electronic data with legal effects, and hence, officially approved the use of
electronic data in the conduct of business. Yet, it was only with the addition of electronic
data as a type of evidence in the three major procedural laws that the ability of electronic
data to be used as evidence in litigations was legally recognised. However, other than
recognising electronic data as one type of evidence to be used, the three procedural laws
do not specify rules for electronic data collection, storage, transfer, display, or examina-
tion, or the probative force of electronic data in judicial practice.

Recently, three judicial interpretations for criminal cases have specified procedures
and rules for the collection and display of electronic data evidence. The three major
rules - relevance, legality, and authenticity — apply to the admission of electronic data as
well. And the focus here is on authenticity. For instance, the Provisions on Several Issues
Concerning the Examination and Judgement of Evidence in Death Sentences Cases®
stipulates the use of the following rules in the examination of electronic evidence: (1)
a hardcopy of the electronic evidence has to be submitted together with the electronic
evidence; (2) relevancy; (3) authenticity; (4) use of forensic examination when there is
doubt about the electronic evidence; and (5) examination of electronic evidence in
combination with other evidence.”

The Provisions on Several Issues Concerning the Collection, Taking, Examination, and
Judgement of Electronic Data in the Handling of Criminal Cases,”" issued in 2016, outlines
the collection and taking, transfer and display, and examination and evaluation of
electronic evidence in criminal cases, and its primary goal is to protect and demonstrate
the integrity of electronic data in the process. Therefore, for instance, examination of the
authenticity of electronic data focuses on the following aspects: (1) whether the original
storage medium is transferred and if not, whether explanation is provided as to why and
the process of collection and taking; (2) whether electronic data have special identifiers
such as a digital signature and a digital certificate; (3) whether the process of collecting or
taking electronic data may be replayed; (4) whether an explanation is attached where
electronic data are added, deleted, or modified; and (5) whether the integrity of electronic
data may be guaranteed. Then, in 2019, the Rules of Obtainment of Electronic Data as
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Evidence by Public Security Authorities in Handling Criminal Cases” regulated the
implementation of different methods used in the collection and taking of electronic
data, examination and investigative re-enactment of electronic data, as well as its
commissioned inspection and appraisal.

The aim of these three documents is to regulate the process for the collection,
preservation, and display of electronic data so that their evidentiary capacities will not
be questioned by the accused in prosecution. Since it is investigation officials who carry
out the collection of evidence in Chinese criminal cases, it is presumed that, as long as the
identity and integrity of the electronic data during its collection, transfer, and presenta-
tion — hence, its authenticity — can be protected, the electronic data will be admitted in
court as evidence.

In comparison with criminal cases, the admission and the examination of electronic
evidence in civil cases are more complicated and face more challenges. There were no
specific rules for the examination of electronic evidence in civil cases until
September 2018, when the Provisions of the Supreme People’s Court on Several Issues
Concerning the Trial of Cases by Internet Courts was issued.”” Article 11 of this judicial
interpretation on the Trial of Cases by Internet Courts stipulates how to examine the
authenticity of electronic data when disputes arise, focusing specifically on, for instance,
reliability of the computer systems, storage media, and extraction and fixity methods of
electronic data, etc. In addition, Article 11 also requires that electronic data whose
collection, fixity, or protection utilises technologies such as electronic signature, trusted
time stamp, hash value check, or blockchain, or which are certificated by an evidence
collection or preservation platform, should be confirmed by the court, provided that their
authenticity can be proved, as follows:

The Internet court shall confirm the electronic data submitted by the party concerned
through electronic signature, trusted time stamp, hash value check, blockchain or any
other evidence collection, fixation or tamper-proofing technological means, or through
the certification by an electronic evidence collection and preservation platform, provided
that the authenticity of the electronic data can be proved.

Recognition of the capabilities of technologies such as trusted time stamp and block-
chain, and evidence collection and preservation platforms in protecting electronic data’s
integrity may encourage their use in the collection, fixity, and submission of electronic
data in legal proceedings.

In December 2019, Some Provisions of the Supreme People’s Court on Evidence in Civil
Procedures were revised and clauses were added on definition and examination of
electronic data in civil cases. Article 93 stipulates a list of factors to be considered in
the examination of the authenticity of electronic data, which can be organised into the
following four categories: (1) soundness and reliability of the computer system’s hard-
ware and software environment in which the electronic data are generated, stored, and
transmitted; (2) reliability of methods used for the preservation, transmission, and
retrieval of electronic data; (3) evidence that the data is generated and stored in the
usual and ordinary course of business; and (4) evidence that the party storing, transmit-
ting, and retrieving the electronic data is appropriate.

A comparison of these requirements with the rules governing the admission of
electronic records in common law countries shows that there are overlaps between
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them. The underlying rationales for them are that the integrity of a system guarantees the
authenticity of the records stored in it and that the ‘nature of bureaucracy’, ‘the mercan-
tile nature of record’, or the systematic and habitual nature of the creation of records in
the ordinary course of business can guarantee this.”* Yet, because this interpretation is
very recent, there are few legal cases to investigate how these rules are applied in the
Chinese context in practice.

In addition to identifying a list of factors to be considered in the examination of
electronic data, the Provisions on Evidence in Civil Procedures also stipulates a list of
circumstances wherein the authenticity of electronic data can be presumed unless
otherwise proved by sufficient evidence to the contrary. These include:

(1) wherein a party submitting and keeping electronic data that is unfavourable to it; (2) wherein
the electronic data is provided or confirmed by a neutral third party platform that records or
keeps the data; (3) wherein the electronic data is created in the usual business activities; (4)
wherein the electronic data is kept by means of archive management; and (5) wherein the
electronic data is stored, transmitted, and retrieved by means agreed by the parties (Article 94).

The third circumstance also seems to be one of the factors to be considered in the
examination of electronic data’s authenticity as discussed above. This is very confusing,
because, as on one hand, electronic data created in the usual business activities are
presumed to be authentic, yet, on the other hand, this is only one of the factors
considered in assessing electronic data’s authenticity.

The fourth circumstance that electronic data kept by means of archive management
can be used to justify the value of records and archival management program in
guaranteeing the evidentiary capacity of electronic data in organisations. Yet, this state-
ment is quite general and does not specify what by means of archive management’
involves. In other words, can electronic data managed by poor archival management
program still be presumed authentic?

At the moment, there is no ongoing discussion either in the legal field or the archival
field on the implications and influences of the third or fourth circumstances: no legal
cases are identified referencing them in assessing the authenticity of electronic data
submitted as evidence. In contrast, the second circumstance, concerning the use of
a neutral third party in evidence preservation attracted much attention even before the
enactment of this judicial interpretation.

The use of a third party for evidence collection and preservation

Chinese judicial practice shows that electronic evidence is less often used in civil cases
than in criminal cases’” to the extent that electronic evidence is basically marginalised in
civil cases and stands in an ‘awkward position’.”® Part of the reason is the principle of the
burden of proof in Chinese litigations which prescribes that a party shall have the burden
to provide evidence for its claims according to the procedural law of civil cases,”” and
that, because the discovery process in China is different from that in the United States,”®
the plaintiff or defendant mostly submit electronic evidence that the party or a third party
has maintained or controlled.”” Owing to the fact that electronic evidence is easy to
corrupt and the party has motive to do so in order to support its claims, electronic
evidence under the control of a party is easily challenged by the opposing party.*’
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Additionally, prior to the enactment of the 2019 revision of Some Provisions of the
Supreme People’s Court on Evidence in Civil Procedures, there were no clear rules and
principles guiding the examination and determination of the electronic data submitted as
evidence in legal proceedings.®’ Thus, the parties have to use other approaches to prove
the reliability and authenticity of the electronic data submitted as evidence in civil cases.
These approaches include:** printing out the digital evidence and submitting the paper
printout in its place;*’ asking a notary or copyright society to collect and preserve the
digital evidence;** asking the court to collect and preserve the digital evidence;* and
asking a third party to preserve the evidence. The first three approaches are established
and traditionally commonly used for evidence preservation. Yet, they have presented
several issues. For instance, authenticity of the paper printout is easily challenged by the
opposing party during the cross-examination stage and hard to prove, considering that
the electronic data is easy to tamper with and destroy.*® Use of a notary service usually
takes too long and the evidence may have already disappeared; in addition, it is expensive
and the notary service may not have the technologies required.®” These limitations led to
the introduction of use of a third party for evidence collection and preservation, which, as
argued, will become the new ‘normal’.**

According to Li, Zizhu, a judge at the Intellectual Property Court of the Supreme
People’s Court electronic evidence preservation by a third party means that

A party uses a third party electronic evidence platform to collect and preserve existing
electronic evidence or electronic evidence that is in the process of generation. Or per the
request of the party, the third party electronic evidence platform collects and preserves
existing evidence or electronic evidence that is in the process of generation on behalf of the
party. The purpose is to ensure that evidence collected and preserved will not be tampered
with, its integrity maintained, and the time for collection and preservation confirmed.*’

Third-party evidence platforms are profit-based companies independent of the parties in
litigation and specialising in the provision of evidence collection and preservation
services.”® For this reason, they are usually considered neutral.

The first third-party evidence preservation company in China was established in 2008,
but afterwards, the industry developed very slowly; then, since 2015, the industry has
experienced explosive growth.”’ According to an industry report, in 2018, the electronic
data forensics market in China was valued at approximate RMB 1.8 billion and it was
predicted that in 2023, the market will be valued at about RMB 3.6 billion; further, while
the primary customer groups of electronic data forensics business are judicial and
administrative law enforcement departments, the customer base has been expanded to
enterprises.”” Studies also show that the number of legal cases involving third-party
evidence collection and preservation is increasing rapidly.”

In contrast to the rapid development of the third-party evidence collection and
preservation industry, academic studies on this approach are few’* and emerged only
recently. Most of these studies have explored existing issues with this approach and
proposed strategies to address them. They relate, for instance, to the probative force of
evidence collected and preserved by the third party,” the lack of clear guidelines on the
qualifications of the third party,”® the absence of standards and regulations on the
technologies and processes used for the collection and preservation of evidence,”” and
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the authenticity of the evidence prior to its collection and preservation,”® all of which
raise concerns about authenticity of the evidence collected and preserved by a third party.

There is no standard or model for third-party evidence collection and preservation.
Methods and technologies used vary across different service providers, and depending on
the types of electronic data to be collected, whether collection occurs prior to or after the
creation of the data, and whether the collection is performed online or offline. For
instance, for the collection of a website containing infringing material by using the
trusted time stamp service provided by the UniTrust Time Stamp Authority,”” the
steps involved are: (1) registering as a user on the service provider’s website and then
logging into the evidence collection system; (2) enabling the screen recorder function
provided by the computer to record the process and at the same time using an external
video recording device to record the whole operation; (3) running a full computer scan to
make sure there is no virus, cache is cleared, etc.; (4) fixing the evidence by going to the
infringing website, taking a screenshot of the webpage containing infringing material,
checking the ICP (Internet Content Provider) licence, requesting time stamp for the
screenshots of the webpage, requesting time stamp for the video recorded.'® There are
also services that are offering one-stop solution whereby the users simply need to provide
the webpage that they want to collect and preserve and the service will automatically
perform the collection and preservation activities.

Technologies commonly used by third-party platforms for protecting the electronic
data’s authenticity include digital signature, blockchain, trusted time stamp, encrypted
transmission, and hash value check. Cloud service is also used for the storage of the
electronic evidence collected and preserved. Some services are also collaborating with the
notary service, on one hand, to increase their credibility, and on the other hand, to add
another ‘chain’ to ensure the security of the electronic data.'”" Usually, the third-party
platform will work together with the notary service and once collection and preservation
for certain electronic data are finished, the third-party platform will transfer related
documents and a description of the process to the notary service, whose system will assess
the preservation based on certain algorithms and provide certification; no human is
involved in the process.'® It appears that, at the moment, third-party platforms purely
rely on technological approach for the maintenance of the electronic data’s integrity.

Despite its popularity, this approach is not without drawbacks and limitations, and not
all evidence collected and preserved by a third-party platform can be admitted in a court
of law. A recent study of 100 legal cases using a third-party platform for evidence
collection and preservation shows that 24 cases were not admitted.'® The reasons the
courts gave for the rejection of the evidence collected and preserved by a third party
include: (1) evidence collection and preservation by a third party was identified by the
court as certification by notary service; yet, notary requirements were not satisfied; (2)
there were no originals to compare the evidence to; (3) the qualifications of the third-
party platforms were in doubt; and (4) the reliability of the preservation methods was in
doubt.'**

While collection of electronic data by a third-party platform can occur simultaneously
with their creation, it may also occur after their creation. Especially when the party itself
uses the tool provided by the third-party platform to perform data collection, it is
possible that the data uploaded are inauthentic. And even when it is the third-party
platform itself that performs the collection, the later the collection takes place, the more
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likely it is that the environment where the electronic data reside becomes contaminated.
In other words, the third-party platform can at most protect and prove the integrity of the
data when it is in its custodys; it cannot prove its integrity prior to its collection. Therefore,
it is argued that electronic data collection should be performed early in the life of the
records, at a time when the authenticity of the electronic data can be guaranteed.'® From
an archival perspective, however, unless collection occurs simultaneously with the crea-
tion of the electronic data, merely advancing the collection to a time closer to the creation
cannot guarantee the authenticity of the electronic data to be collected.

Other concerns mainly revolve around whether the authenticity of electronic data in
the third-party platform can be ensured. This concern arises from two issues: the
reliability of the third party and the reliability of the methods and technologies used by
the third party;'% the former regards the neutral role of the third party and the latter
regards the capacity of the technologies used. For the former, how to make sure the third
party is truly independent of the parties in litigation and that it will not tamper with the
data for the interest of either party, is critical.'%” For the latter, whether the technologies
used can fully guarantee the integrity of the electronic data and whether there is
a possibility that the data be compromised are serious questions. Taking the use of
blockchain technology as an example, at the moment, because most services based on
blockchain are concerned about the authority and national credibility of the ‘chain’, the
number of chains is not high and mostly include the court, the prosecutor, the notaries,
forensic centre, and others connected offices. However, strong credibility of the chains
does not necessarily indicate high security of their computer systems, therefore, theore-
tically, there is a high risk of attacks.'*®

Further, while the judicial interpretation on the Trial of Cases by Internet Courts still
require the authenticity of electronic data preserved by a third-party platform to be
proved, the Provisions on Evidence in Civil Procedures simply state this evidence can be
presumed authentic unless there is sufficient evidence to the contrary. Does this mean
that the court will not perform an examination of this evidence? As evidence collection
and preservation by a third party is increasingly used by individuals and enterprises so as
to improve admissibility in legal proceedings, it is critical that the identified drawbacks
and limitations be addressed and robustness of the process improved.

ITrust PaaST: enhancing the third-party approach for the protection and
demonstration of the authenticity of electronic data

As discussed, promoting the digital transition in China requires that the evidentiary
capacity of digital records be protected and demonstrated so that they can be used to
demonstrate, in the course of regular audits or inspections, that an organisation has met
legal, regulatory, and fiscal requirements, or to protect its interests in resolving legal
disputes, especially for the private sector. To protect and demonstrate the evidentiary
capacity of digital records (i.e., electronic data in China) in a court of law, it is necessary
that the records and archives management field and the legal and law enforcement field
collaborate.

The above review of the Chinese legal system, legislations and judicial interpretations
relating to the admissibility of electronic data in civil cases shows that the collaboration
between the legal field and the records and archives management field may not be easy.
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Yet, there are good signs: for instance, the statement that electronic data managed ‘by
means of archive management can be presumed authentic is favourable to the archival
field. In recent years, writings in the Chinese records and archival field on the evidentiary
capacity has increased; however, discussion of how archival knowledge can contribute to
addressing issues in the legal field have not gone very far. This section will discuss how
the PaaST model can be used to enhance the third-party approach that is popularly used
for evidence collection and preservation in China.

The Preservation as a Service for Trust (PaaST) model is a set of functional and data
requirements for digital preservation developed by the InterPARES Trust (Hereafter
ITrust) project.'” Its development was prompted, in part, by the challenges posed to
digital preservation by the use of cloud-based services, more specifically, ‘the loss of
control over, and even knowledge of, what hardware and software are used and how they
are used [in the preservation of digital information]’;''* by the vision of what trustworthy
preservation systems will look like in the future, given that more and more computing
resources and services are delivered as a service;''' and by the diversity in the preserva-
tion environments, for instance, the variety of the objects to be preserved, the informa-
tion systems involved, the requirements for preservation, and the institutional
arrangements and relationships among the parties involved, etc. Thus, the model is
intended to ‘support as broad a range of situations as possible, including differences in
what is being preserved, the objectives of preservation, the policies that govern preserva-
tion, who is involved in what capacity and even, to some extent, how preservation is
accomplished.’'"?

The ITrust PaaST model builds on the findings and recommendations of the three
preceding InterPARES projects and the ISO Open Archival Information System (OAIS)
standard.''? The OAIS model provides some concepts and requirements for the PaaST
model''%; yet, new classes of objects were also introduced and existing ones were refined.
For instance, the PaaST model introduces six capacities driven by the assumption that
preservation activities may be performed by agents with different responsibilities.''”
Further, the PaaST model differs from the OAIS reference model in that (1) it only
focuses on information objects that are digitally encoded, thus excluding records in paper
format, (2) it only includes functionalities that are specific to preservation, and (3) it does
not envision a coherent system for preservation but expects that the capabilities may be
distributed among a range of service providers. In addition, aiming to be directly
implementable, the model is articulated in Unified Modelling Language (UML) and
has restricted its scope only to those functionalities that are implementable in computer
systems. The model is intended to be technology neutral and does not prescribe what
technologies should be used to deliver the services required.

The use of the term ‘as-a-service’ in the name of the model indicates that its imple-
mentation will enable digital objects to be preserved in an authentic manner: what is
retrieved is identical to what had been ingested or, if there are changes, there is sufficient
evidence to demonstrate that the differences will not affect the ability of the digital objects
to serve whatever purpose they are intended for,''® regardless of what technologies,
methods, or tools have been used to accomplish this. Thus, the model allows the
execution of different preservation actions in accordance with the characteristics of the
digital objects and the requirements for preservation. For instance, instead of
a preservation system, the PaaST model introduces the concept of ‘Preservation



ARCHIVES AND MANUSCRIPTS (&) 315

Environment’ to describe the objects that are kept under the same preservation require-
ments, and the technological infrastructure and tools used to perform preservation. The
model is intended to accommodate preservation performed in an in-house environment,
a cloud environment, or a combination of both.

The essential components of the model include: 1) digital objects to be preserved and
their significant properties whose persistence is essential to verify the success of the
preservation; 2) preservation actions to be performed to make sure that digital objects
remain authentic, accessible, and usable in the course of technical upgrade, obsolescence,
reuse, etc.; and 3) preservation management information, which includes information on
the digital objects to be preserved, the preservation actions taken with respect to the
digital objects, and the outcome of the preservation actions. Figure 1 presents an over-
view of the central classes involved and the relationships among them.

While the OAIS model defines three roles, which are Producer, Consumer, and
Management, the PaaST model makes further differentiation of the roles involved or
capacities a person, organisation, external system or application interacting with
a Preservation Environment may have and defines six capacities. On the supply side,
PaaST differentiates between the person or entity that created or originally owned or
controlled the digital objects (i.e., Producer), the person or entity that has possession of
and/or control over digital objects and has authority to decide or agree to what is to be
preserved and the terms under which they will be preserved (i.e., Initial Source), and the
person or entity that sends digital objects and related information to a Preservation
Environment (i.e., Submitter). On the demand side, there is the capacity of Access Client,
that of Preservation Director, which decides the actions that are to be executed and by
whom, and evaluates the results; and that of Preservation Service Provider, the party that
provides technological capabilities and services to carry out preservation.

A class of Actor is also defined as a role of some entity that is relevant to the
specification of its associated use cases. The four predefined roles an Actor may perform
in implementing PaaST requirements include Performer,''” Authoriser,''® Problem
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Figure 1. Preservation overview.'?' Taken from Thibodeau et al., p. 15.
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The digital objects that are to be preserved are identified in the model as preservation
targets, some of whose features must be qualified explicitly as permanent features, that is,
features which should remain invariant regardless of changes in binary encodings of the
preservation target, or in technologies used to carry out preservation.'*” Any feature of
a preservation target can be identified as permanent feature depending on the purpose
and requirements of the preservation. The focus of verification as to whether the
preservation has been successfully performed is the expression of these permanent
features, which are usually described in three facets: existence, value, and the manner
in which they are expressed. This focus on the properties of digital objects whose
persistence is essential to evaluate the success of preservation reflects the objective of
the model to preserve the information that is digitally encoded rather than the technology
that is used for preservation. Preservation targets and Heuristic information'** are two
specialisations of the general class Intellectual entity.'””* The two central classes
Requirement and Preservation rule are preservation norms that control what is preserved,
what actions are performed and the conditions that govern them.

Actions to be performed to accomplish preservation include: 1) transferring and
ingesting preservation targets into a Preservation Environment; 2) managing the storage
of the preservation targets to ensure that they can be instantiated with all permanent
features unchanged; 3) producing a new binary encoding of the preservation targets and
ensuring that the change and process comply with preservation objectives and require-
ments; 4) accessing preservation targets and other capabilities, such as preservation
actions, preservation management information, etc.; and 5) verifying that the preserva-
tion is successful with regard to the intended use of the digital objects.

In order to ‘support as broad a range of situations as possible’, the PaaST model allows
customisation and specification of the digital objects and the preservation requirements
in accordance with the characteristics of the preservation targets, the objectives of
preservation, and the preservation environments. For instance, the digital objects to be
preserved and all information involved in carrying out preservation are organised in
a taxonomy of classes at general levels, which can be specified with more precise
subclasses. All preservation requirements are organised into groups of related capabilities
that can be added, selected, or supplemented by breaking down each requirement into
more specific ones that are appropriate for different situations. Further, the model allows
‘both the allocation of different preservation tasks to different agents and the execution of
these tasks, by one or more agents, using different methods and ... potentially unrelated
technologies, under separate and independent administrative or operational control.”'*>
At the most general level, the Preservation Environment can involve a variety of entities,
which can be either in-house or in the cloud, each taking responsibility for part of the
digital preservation function. In addition, one building block of the PaaST model is
‘knowledge that any changes in storage, encoding, or the technologies used to process the
data have neither corrupted the preservation objects nor impeded the possibility for
rendering the data objects appropriately’.'*® This knowledge and the documentation of
this knowledge can help demonstrate the authenticity of the information objects
submitted.

The PaaST model can be used by the third-party platform for the preservation and
verification of the evidence it collects and preserves, specifically for addressing the issues
concerning the neutral role of the third party and the reliability of the methods it used for
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protecting the integrity of the electronic data. A core concept underlying the PaaST
model is the ‘black box’ processes, meaning ‘what matters are not the internal compo-
nents of the process used in preservation, but whether the output faithfully reproduces
the input’.'*” This is consistent with the expectation of the use of a third-party approach
for evidence collection and preservation, in that the parties do not care about the
methods and technologies used, as long as the evidence submitted and/or collected by
the platform can be reproduced in such a way that its integrity can be confirmed by the
court.

At the moment, a variety of technologies are used in the preservation of the evidence
collected by the third-party platform and for the demonstration of its integrity. These
technologies usually involve the knowledge of computer science, cryptography, etc.; thus,
they are not intuitive to most people; when the opposing parties do not understand the
technologies, they are more likely to deny the evidence.'*® In addition, there is a lack of
clear explanation by the evidence-submitting party regarding the source of the electronic
data evidence, its generation, and the preservation methods used, and this will pose
difficulties for the examination of the authenticity of the evidence by the court.'*

The PaaST model can help address this issue by supplementing the use of technologies
with a description of the electronic data, showing that those reproduced and presented to
the court are the same as those provided to the third party by the party submitting evidence,
and demonstrating what preservation activities have been performed on the electronic data
evidence and by whom. The PaaST model is applicable to the third-party evidence
preservation scenario by customising the taxonomy of classes to reflect its purpose.

Conclusion

Technological context is one major force that has influenced the records and archives
field over the past two decades and the archival discipline has to contemplate and address
the influence of and challenges raised by information technology as an object of study
and theory and methods development. This article shows that, while the choice of
methods required to address the challenges brought about by digital technology are
usually influenced by the legal, regulatory, and other aspects of each juridical-
administrative system, as well as by recordkeeping and archival traditions, archival
knowledge remains valid across contexts and can develop universal solutions. Thus far,
the voice of the Chinese records and archival field has been quite weak with regard to the
protection and demonstration of the evidentiary capacity of electronic data. But the
international field, collaborating across disciplines, has been able to develop ways of
addressing these issues that are compatible with the Chinese juridical-administrative
system. This article shows the relevance and potential of the PaaST model for addressing
some of the issues on the third-party approach for electronic evidence collection and
preservation in China. Given the opportunities presented by the Some Provisions of the
Supreme People’s Court on Evidence in Civil Procedures, the Chinese archival field may
want to seize this opportunity to demonstrate its relevance in the digital era.
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